Cyfl n @ WavecrestCyfin®

by Wavecrest

Advanced Employee Web-Use Analysis & Reporting

Cyfin provides advanced employee Web-use analysis and reporting for a wide variety of gateway devices and log

file formats. Comprehensive yet easy to use, its customized reporting capabilities supply audience-specific Web-use
information with reliable metrics, easy-to-read reporting dashboards, manager-ready detailed audit reports, and Smart
Engine analytics.
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Smart Engine Analytics

2,000

Makes technical data easy to consume and manager-ready.

« Utilizes precise algorithms to present accurate and up-to-date
Web-use data. :

 Distinguishes between user clicks (visits) and unsolicited traffic
(hits).

* Analyzes large volumes of data over long periods of time.

» Feeds pertinent data to the reporting dashboards.
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Audit Detail For ID "Technical Services Department/Banning, Payton (payton)”

2 Detailed User Audits

Banning, Payton (payton)

Count Extra ID Date Time Category Name Size Web Page
1) 10.10.30.99  Jul27, 2016 6:35:43 PM Video Streaming 2328 | hito//youtube.com/fido-1/66320-17catal . . . .
) 10103099  Jul27, 2016 6.36.32 PM Video Sireaming 25K || hitpdlvoutube.com/ido-/numit-10/262] * Show activity by entire organization, groups, users, and
3)  10.1030.99  Jul27, 2016 63911 PM Video Streaming 83K | hitp/ivoutube. comifide-1/1858609-9960( i
4) 10103099 Jul27, 2016 6:39:43 PM Video Streaming 1268 || bitp:/ivoutube. com/fide-1/2626561-1 Categonesl
5) 10.10.30.99  Jul 27, 2016 6:40:35 PM Video Streaming 14B hitp://y outube comifide-1/numitm-10/262]
G) 10103099 Jul27 2016 64113 PM Search Engines 16K y i 2 . ; L ;
7) 10103099  Jul27 2016 64113 PM Search Engines 128 K || htp:/wviw alqonet sei-lewaibbw him| Get accurate, aCtlonabIev manager ready detailed reports.
) 10103099 Jul27 2016 64123 PM Search Engines 1758 y i 2 .
) 10103099  Jul27, 2016 6:43:05 PIA IT Services 24K || nitp/hem passaqen selewalevhtm| » See the exact search terms entered by users and their search
10)  10.10.30.99  Jul 27, 2016 6:43:14 PM IT Services 32K | hitp://hem passagen. sefewa'ew html .
11) 10103099  Jul27, 2016 54632 PM Search Engines 18K | http:/wwi algonet sei-lewaibbwhem hn time.
12) 10103099 Jul27 2016 64637 PM Search Engines 1548 y i 2
13) 10103099 Jul27, 2016 64740 PM Social Media 9328 || F-hitp:/flinkedin com/fido- 1munref-6(135] . ; ; R
14) 10103099 Jul27, 2016 54748 PM High Tech 53K | hitp:/hpecs20 external hp com/ Determine how much time a user spends online.
15)  10.10.30.99  Jul27, 2016 6:47:59 PM High Tech 2268 | hitp:hwwnehp.comy . ..
16) 10103099  Jul27, 2016 6:48:06 P Social Media 67.3K || F-hitp:Ainkedin, com/fido- Unumitm- 10113 * View Web content most frequently visited by a user.
17)  10.10.30.99  Jul27, 2016 6:48:24 PM Education/Reference 22.8 K || hitp:iiwwiwinfo.cornell . . . . .
18)  10.10.30.88  Jul27, 2016 6:52:15 PM ence 163 B | hitp:/iwvns.cornelledu/zchimes/home.hr ° Dramahca”y reduce ana|ys|s time of your organ|zat|on's Web
use.
Top Users o 5 o
» Comply with government and industry regulations such as CIPA
smbaugman: 4.5 %
and HIPAA.

sandy: 5.1 % \

kolbe: 5.6 % ~

-~ mayton: 23.5 5%

Hits vs. Visits

I m,_» * Most accurate visit algorithm in the industry.
* Visits give uncluttered, relevant Web activity detail based on user
clicks.
* Visits are a critical component to understanding human behavior.

* Hits consist of unsolicited traffic and are not a reliable tracking
metric on their own.

allendrap: 8.7 % — umg: 19.2 %

joeb: 9.4%

bobbie9d1: 9.9 %

Visits for Jul 23, 2017 - Jul 30, 2017
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Manager Access

30,000

» Schedule and distribute reports
o Send easy-to-read reports directly to managers. 8
o Easily distribute reports manually or schedule for o

20,000

automatic distribution. e &

Bytes (MB) |

o Managers drill down to detailed user Web activity with [— v

Trend - Enterprise

&
Jul 23, 2017 - Jul 29, 2017

interactive capability.
 Self-service portal
o Reporting-only access portal for managers.
o Managers create reports on authorized groups without
assistance from IT.
o Easy-to-read, manager-friendly, actionable reporting
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Top Users - Visits
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Jul 23, 2017 — Jul 29, 2017

dashboard.

Technical Advantages

» Built-In Syslog Server. Directly connect syslog-enabled devices.

» Bandwidth Protection. Monitor Web sites that consume the most bandwidth.
» Security Assurance. ldentify spyware, malware, public proxies, etc.

» Active Directory Support. Seamlessly integrate with Active Directory.

» Automatic List Updates. Stay on top of the latest Web 2.0 trends.

* Minimal-E  ort Administration. Administer through the browser with ease.

Log File Support

Cyfin supports Palo Alto, SonicWall,
Check Point, WatchGuard, Cisco,
Fortinet, and Sophos log file formats,
and many more.

* Array Support. Manage multi-location configurations from one server.

» Scalability. Handle small to large amounts of data as your company grows.
» Adaptability. Support log file formats regardless of proxy server or firewall.

Minimum System Requirements

* Processor: 2 GHz
* Memory: 4 GB RAM

» Hard Disk: 500 MB free disk space depending on log file storage needs

* Supported Operating Systems: Windows Server 2016/2012/2008, Windows
10/8/7, Linux: Red Hat, Fedora, CentOS, and Ubuntu, Chrome OS 57

* Supported VM Environments: VMware and Hyper-V

Note: See Cyfin System Requirements for more details on the best platform for

your environment.
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https://www.wavecrest.net/products/cyfin/reporter/include/CyfinSystemRequirements.pdf

