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Advanced Employee Web Filtering and Monitoring 
Cloud Service
CyBlock Employee Web Filtering and Monitoring Cloud Service provides advanced Web filtering, threat protection, 
comprehensive employee reporting, Smart Engine analytics, and more--all in a deployment requiring no hardware or 
software to buy and install, and no ongoing maintenance.

Advanced Web Filtering
•	 Configure policy exceptions for different users and groups.
•	 Use white & black lists to restrict or allow access to certain sites.
•	 Limit users’ time online by hour and day of the week.
•	 Enable users to bypass a blocking action with coaching.
•	 Inspect or “tunnel” HTTPS by Web site, category, or user ID.
•	 Identify and stay ahead of a growing number of malware sites.

Comprehensive Employee Reporting
•	 Show activity by entire organization, groups, users, and 

categories.
•	 Get accurate, actionable, manager-ready detailed reports.
•	 View snapshots of Web activity identifying top Internet 

consumers.
•	 View trends and comparisons in Web activity.
•	 Easily distribute reports manually or schedule for automatic 

distribution.
•	 Dramatically reduce analysis time of your organization’s Web 

use.
•	 Comply with government and industry regulations such as CIPA 

and HIPAA.

Smart Engine with Machine-Learning Analytics
•	 Makes technical data easy to consume and manager-ready.
•	 Analyzes large volumes of data over long periods of time.
•	 Provides rapid and superior data insights.
•	 Tags associate related domains with friendly names.
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Cloud Solution Benefits
•	 Supports main office, branch offices, and remote and roaming users.
•	 Performs all content filtering tasks in the cloud.
•	 Extends advanced threat protection to roaming users.
•	 Delivered as a service, managing all HTTP and HTTPS traffic and requiring no 

on-site equipment.
•	 Detects threats, controls access, and protects users anywhere.
•	 Consistent policy and security for all users regardless of location.
•	 Low Total Cost of Ownership (TCO) reducing IT costs and resources.

Technical Advantages
•	 Machine-Learning Analytics. Utilizes proprietary algorithms to rapidly provide 

superior insights and translation of Web-use data.
•	 Directory Support. Synchronize groups and IDs with CyBlock Directory Agent. 
•	 Automatic List Updates. Stay on top of the latest Web 2.0 trends.
•	 Minimal-Effort Administration. No hardware or operating system software to 

support and maintain.
•	 Quick Deployment. Easily support remote users and branch offices.
•	 Scalability. Handle small to large amounts of data as your company grows.
•	 Hybrid Option. Integrate with enterprise-level CyBlock Virtual Appliance and 

Appliance solutions.

Security and Reliability
Our cloud data center is state-of-the-art SSAE 18, SOC 1, SOC 2, SOC 3 certified, 
HIPAA and HITECH audited infrastructure and is monitored 24/7/365 by a network 
operations center. The cloud computing infrastructure is housed in a secure, 
fireproof, climate-controlled facility with multiple direct connections to the Internet 
backbone. Rest assured that your data will be safeguarded.

Quick and Easy 
Setup in Minutes
Get up and running with these basic 
setup steps:

•	 Set enterprise browser policy to use 
the cloud service.

•	 Browse the Internet to generate 
traffic.

•	 Test blocking www.proxy.com.
•	 Run the Real-Time Web Monitor to 

view live traffic.

Evaluation Support
When needed, Wavecrest provides 
consultation and advice via phone, live 
chat, remote, or e-mail at no charge 
during the free trial period.

Subscription Service
•	 U.S.-based Wavecrest Technical 

Support Programs available
•	 Continuous URL List updates
•	 Free product upgrades


