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Advanced Employee Web Filtering and Monitoring 
Hybrid Deployment
CyBlock Hybrid covers your distributed workforce with a local CyBlock install for office locations and CyBlock Cloud for 
remote and roaming users. The Hybrid deployment extends advanced Web filtering and threat protection to your entire 
distributed workforce and gives you comprehensive employee reporting with Smart Engine analytics on all employees.

Advanced Web Filtering
• Configure policy exceptions for different users and groups.
• Use white & black lists to restrict or allow access to certain sites.
• Limit users’ time online by hour and day of the week.
• Enable users to bypass a blocking action with coaching.
• Inspect or “tunnel” HTTPS by Web site, category, or user ID.
• Identify and stay ahead of a growing number of malware sites.

Comprehensive Employee Reporting
• Show activity for the entire organization, main office, or remote 

employees by groups, users, and categories.
• View snapshots of cloud Web activity identifying top Internet 

consumers.
• View trends and comparisons in cloud Web activity.
• Get accurate, actionable, manager-ready detailed reports to 

further analyze cloud Web usage.
• Easily distribute reports manually or schedule for automatic 

distribution.
• Comply with government and industry regulations such as CIPA 

and HIPAA.

Smart Engine Analytics
• Makes technical data easy to consume and manager-ready.
• Utilizes precise algorithms to present accurate and up-to-date 

Web-use data.
• Distinguishes between user clicks (visits) and unsolicited traffic 

(hits).
• Analyzes large volumes of data over long periods of time.
• Feeds pertinent data to the reporting dashboards.
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Hybrid Solution Benefits
• Integrate with CyBlock hardware and virtual environments.
• Extend Web filtering and monitoring to your entire distributed workforce.
• No need to backhaul remote Web traffic through VPN to the main office, 

improving performance and user experience.
• Able to reach hard-to-manage remote locations.
• Manage the CyBlock cloud service and local install from a single admin console.
• Complete enterprise view with reporting on both on-premises and remote 

employee Web traffic.
• Control over all data with cloud log data stored locally, not in the cloud.
• Reduced operating costs with secure, multi-tenant cloud infrastructure.

Technical Advantages
• Installation Options. Choose a CyBlock Appliance or Virtual Appliance 

installation.
• Quick Deployment. Easily support remote users and branch offices.
• Bandwidth Control. Route remote employee Web traffic to the cloud server.
• Zero Cloud Storage. Transfer cloud Web activity details to your local CyBlock.
• Array Support. Manage multiple cloud configurations from one server.
• Complete Enterprise View. Aggregate cloud Web activity details with your local 

CyBlock.
• Minimal-Effort Administration. Administer through the browser with ease.
• Support. Access to our knowledgeable support staff and services.

Fast and Effortless Setup
• Install enterprise-level CyBlock 

Virtual Appliance or CyBlock 
Appliance.

• Pair your local CyBlock installation 
with your CyBlock Cloud account.

• Local CyBlock configuration changes 
automatically sync with your cloud 
account.

• Run the Real-Time Web Monitor to 
view live traffic of remote employees.

Evaluation Support
When needed, Wavecrest provides 
consultation and advice via phone, live 
chat, remote, or e-mail at no charge 
during the free trial period. 

Subscription Service
• U.S.-based Wavecrest Technical 

Support programs available
• Continuous URL List updates
• Free product upgrades


