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Secure Employee Web Filtering and Monitoring 
Software Solution
CyBlock Employee Web Filtering and Monitoring Software provides advanced Web filtering, threat protection, 
comprehensive employee reporting, Smart Engine analytics, easy-to-use admin and manager portals, and more.

Advanced Web Filtering
•	 Configure policy exceptions for different users and groups.
•	 Use white & black lists to restrict or allow access to certain sites.
•	 Limit users’ time online by hour and day of the week.
•	 Enable users to bypass a blocking action with coaching.
•	 Inspect or “tunnel” HTTPS by Web site, category, or user ID.
•	 Identify and stay ahead of a growing number of malware sites.

Bandwidth Management
•	 Trigger alerts and throttle bandwidth. 
•	 Set byte usage threshold limits. 
•	 Cap or block nonessential bandwidth. 
•	 Identify bandwidth hogs in real time. 
•	 Monitor current employee bandwidth consumption. 
•	 Get alerts and e-mail notifications when bandwidth thresholds 

are exceeded.

Comprehensive Employee Reporting
•	 Show activity by entire organization, groups, users, and 

categories.
•	 Get accurate, actionable, manager-ready detailed reports.
•	 View snapshots of Web activity with drill-down capability, 

identifying top Internet consumers.
•	 View trends and comparisons in Web activity.
•	 Easily distribute reports manually or schedule for automatic 

distribution.
•	 Dramatically reduce analysis time of your organization’s Web 

use.
•	 Comply with government and industry regulations such as CIPA 

and HIPAA.
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Smart Engine Analytics
•	 Makes technical data easy to consume and 

manager-ready.
•	 Utilizes precise algorithms to present accurate and 

up-to-date Web-use data.
•	 Distinguishes between user clicks (visits) and 

unsolicited traffic (hits).
•	 Analyzes large volumes of data over long periods of 

time.
•	 Feeds pertinent data to the reporting dashboards.

Technical Advantages
•	 Directory Support. Synchronize CyBlock with AD or another directory. 
•	 Automatic List Updates. Stay on top of the latest Web 2.0 trends.
•	 Minimal-Effort Administration. Administer through the browser with ease.
•	 Array Configuration. Manage multi-location configurations from one server.
•	 VM Installations. Deploy in VMware and Hyper-V environments. 
•	 Multi-Copy Support. Deploy multiple installations under 1 license. 
•	 Hybrid Cloud Option. Safeguard all employees in the organization.
•	 Support. Access our knowledgeable support staff and services for free.

Minimum System Requirements
•	 Processor: 2 GHz
•	 Memory: 4 GB RAM
•	 Hard Disk: 500 MB free disk space depending on log file storage needs
•	 Supported Operating Systems: Windows Server 2016/2012/2008, Linux: Red 

Hat, Fedora, CentOS, and Ubuntu, Chrome OS 57
Note: Contact Wavecrest Technical Support for additional Linux support.

•	 Supported VM Environments: VMware and Hyper-V

Wavecrest has over 20 years of proven history of providing reliable, accurate Web-
use management and Advanced Log File Analyzer products across various industries. 
Managed Service Providers, IT Specialists, HR professionals, Forensics Investigators, 
and business managers trust Wavecrest’s Cyfin and CyBlock products to manage the 
human factor in business Internet usage–managing cloud services, reducing liability risks, 
improving productivity, saving bandwidth, and controlling costs. Wavecrest is trusted by 
large government and commercial organizations such as US-CERT Homeland Security, 
U.S. Department of Justice, USPS Office of Inspector General, National Grid, Johns 
Hopkins, and a growing list of global enterprises and government agencies. We are a 
proud long-term GSA contract holder. For more information on the company, products, 
and partners, visit https://www.wavecrest.net.

Installation & Eval Support
When needed, Wavecrest provides 
consultation and advice via telephone, 
live chat, or e-mail at no charge during 
the free trial period as well as with a 
current license. Technical Support 
via WebEx (remote support) is also 
available.

Subscription Service
•	 No-charge, U.S.-based Wavecrest 

Technical Support by phone, live 
chat, WebEx, and e-mail for the 
lifetime of your license 

•	 Continuous URL List updates 
•	 Free product upgrades 
•	 30-day money-back guarantee


