Cyfln *" WavecrestCyfin®Cloud

by Wavecrest

Advanced Employee Web-Use Analysis & Reporting

Cyfin Cloud provides advanced employee Web-use analysis and reporting for a wide variety of gateway devices and

log file formats. Comprehensive yet easy to use, its customized reporting capabilities supply audience-specific Web-use
information with reliable metrics, easy-to-read reporting dashboards, manager-ready detailed audit reports, and machine-
learning analytics.

Top Users.
2,500

Smart Engine with Machine-Learning Analytics

2089

Makes technical data easy to consume and manager-ready.
* Analyzes large volumes of data over long periods of time. ‘
» Provides rapid and superior data insights.
» Tags associate related domains with friendly names.
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User Detailed Audit Section
Date Time UserName AppiSite  Category  URL
201) Jan 20,2020 555.29AM  Rayan Walers (naters) Instagram Social Media invideo?cap =
202) Jan 20,2020 55529 AM  Rayan Walers (nwaters)  MSH News it msn.com 4439003 o

203) Jan 20,2020 555:29AM  Rayan Walers (nwaters) Instagram  Social Media 1 1

204) Jan 20,2020 55529 AM  Rayan Walers (nwaters) Instagram  Social Media _hlip com e a ] e S e r U ] S
205) Jan 20,2020 555:30 AM  Rayan Walers (nwaters) Instagram  Social Media

208) Jan 20, 2020 5:55:31 AM  Rayan Walers (waters) MSN Hews tte: Tz g0t.msn I

207) Jan 20,2020 555:35AM  Rayan Waters (nwaters) Instagram  Social Media .. . . .
208) Jan 20, 2020 5:55:39 M Rayan Waters (waters) Instagram  Social Media . S by g g d
209) Jan 20,2020 555:49AM  Rayan Waters (nwaters) Instagram  Social Media hOW aCtIVIty entlre or anlzatlon! roups’ users’ an
210) Jan 20, 2020 555:59AM  Rayan Waters (waters) Instagram  Social Media

211) Jan 20, 2020 5:56:07 AM  Rayan Waters (nwaters) Instagram  Social Media g i

212) Jan 20, 2020 556.18AM Rayan Walers (nwaters) MSN  Hews c-dddd brujut /e 4TVYLWOL categories.

213) Jan 20, 2020 5:56:19AM  Rayan Waters (waters) MSN Hews s msn com 443/g00/3 ¢ . .

214) Jan 20, 2020 55620 M Rayan Walers (nvaters) SN News 7 cddddzuiil le4TVYLWOL . G b g - dy d p

215) Jan 20, 2020 5:56:21AM  Rayan Waters (nvaters) MSN Hews ttps:/Awvew msn com'443/00/3 ¢-4ddd tzu jut e 4TVYLWOL BZ9x2403auz] et accu rate ) aCtIO na Ie ’ manager-rea d eta I Ie re Orts -
[216) Jan 20, 2020 5:56:21 AM  Rayan Waters (nwaters) MSN Hews httpe g01.msn com:443/g00/3 c-| .

217) Jan 20, 2020 5:56:22AM  Rayan Waters (waters) MSN News ntip: g01 msn com 443/g0 ° S d by d
s ee the exact search terms entered by users and their search
218) Jan 20, 202055622 AM Rayan Walers (waters) MSN  Hews hifps v msn com 43/900/3 c-4ddd tzu t fe4TVYLWOLBZ9040aauz .

20y Jan 20, 2020 5:56:22AM  Rayan Walers (nwaters) MSN News o s 3 c-dddd tl me

221) Jan20, 2020 55623 AM Rayan Walers (waters) MSN  Hews e 01.msn.com.443/g .

222) Jan 20, 2020 5:56:23 AM  Rayan Waters (rwaters) MSN Hews om:44 . . .

223) Jan 20, 2020 55623 AM  Rayan Walers (waters) MSN  Hews e g msn c-dddd u . p

o) oot 020 S5a T Ry it (o) MO Hews i iy P Determine how much time a user spends online.

225) Jan 20, 2020 556.23AM Rayan Walers (waters) MSN Hews e g imsn c-4ddd Vi W | L.

226) Jan 20, 2020 5:56:23 AM  Rayan Waters (rwaters) MSN Hews Pty 01 msn com 443/000/3 c-4dad t2 . b f y d by

227) Jan20, 2020 556.28AM Rayan Walers (nwaters) MSN  Hews e msn : iew Web content most requent visite a user.

226) Jan 20, 2020 5:56:26 AM Rayan Waters (rwaters) MSN Hews Pty msn com443/900/3 ¢

N e W N 5 b c  Dramatically reduce analysis time of your organization’s Web
use.

L » Comply with government and industry regulations such as CIPA
S \ and HIPAA.

Fox News: 3.9%

Top App/Sites

~ Slack: 25.8%

c /
ESPN: 4.1% Y

Facebook: 4.1 %~

Office 365: 4.2 %

Coogle Suite: 4.7 % — |

Managers Only See Actual User Web Browsing

» Create custom reports that provide management with exactly
what they need.

» Accurately identify actual user clicks, providing clear, useful data.

\ ourube: 5.3% * Reduce the volume of information by showing only relevant data.

* True team collaboration is now possible with pertinent reports for

T Online Gloues) for Jun 05, 2018 - Jan 28,2020 all stakeholders.

Dropbox 5.3 %

Google: 53’.;/

Twitter 5.4% ——

Econz:16.0%

J

Instagram: 6.2 %
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Manager Access

30,000

» Schedule and distribute reports
o Send easy-to-read reports directly to managers. g
o Easily distribute reports manually or schedule for o

20,000

automatic distribution. & &

Bytes (MB) |

o Managers drill down to detailed user Web activity with (v

Trend - Enterprise

interactive capability.
» Secure manager self-service portal
o Reporting-only access portal for managers.
o Managers create reports on authorized groups without
assistance from IT.
o Easy-to-read, manager-friendly, actionable reporting
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dashboard.

Technical Advantages

* Machine-Learning Analytics. Utilizes proprietary algorithms to rapidly provide
superior insights and translation of Web-use data.

 Built-In Syslog Server. Directly connect syslog-enabled devices.

» Automatic List Updates. Stay on top of the latest Web 2.0 trends.

* Minimal-Effort Administration. Administer through the browser with ease.

» Adaptability. Support log file formats regardless of proxy server or firewall.

Flexible Cloud Deployment

 Performs all reporting tasks in the cloud.

» Cloud-based reporting and analytics for any business size or type.

* Deploy in minutes with simple, intuitive steps.

» No additional cost for hardware, software, and no ongoing maintenance.
 Detects threats, controls access, and protects users anywhere.

Low Total Cost of Ownership (TCO) reducing IT costs and resources.

Security and Reliability

Our cloud data center is state-of-the-art SSAE 18, SOC 1, SOC 2, SOC 3 certified,
HIPAA and HITECH audited infrastructure and is monitored 24/7/365 by a network
operations center. The cloud computing infrastructure is housed in a secure,
fireproof, climate-controlled facility with multiple direct connections to the Internet
backbone. Rest assured that your data will be safeguarded.

Installation & Eval Support

When needed, Wavecrest provides consultation and advice via telephone, live
chat, remote, or e-mail during the free trial period.

Support Service

» U.S.-based Wavecrest Technical Support programs are available.

Log File Support

Cyfin supports Palo Alto, SonicWall,
Check Point, WatchGuard, Cisco,
Fortinet, and Sophos log file formats,
and many more.

SSL Inspection

To take full advantage of Cyfin’s high
precision algorithms SSL inspection
needs to be enabled on your firewall.
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