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WavecrestCyfin®VirtualAppliance

Advanced Employee Web-Use Analysis & Reporting
Cyfin Virtual Appliance provides advanced employee Web-use analysis and reporting for a wide variety of gateway devices 
and log file formats. Comprehensive yet easy to use, its customized reporting capabilities supply audience-specific Web-
use information with reliable metrics, easy-to-read reporting dashboards, manager-ready detailed audit reports, and 
machine-learning analytics.

Smart Engine with Machine-Learning Analytics
•	 Makes technical data easy to consume and manager-ready.
•	 Analyzes large volumes of data over long periods of time.
•	 Provides rapid and superior data insights.
•	 Tags associate related domains with friendly names.

Detailed User Audits
•	 Show activity by entire organization, groups, users, and 

categories.
•	 Get accurate, actionable, manager-ready detailed reports.
•	 See the exact search terms entered by users and their search 

time.
•	 Determine how much time a user spends online.
•	 View Web content most frequently visited by a user.
•	 Dramatically reduce analysis time of your organization’s Web 

use.
•	 Comply with government and industry regulations such as CIPA 

and HIPAA.

Managers Only See Actual User Web Browsing
•	 Create custom reports that provide management with exactly 

what they need. 
•	 Accurately identify actual user clicks, providing clear, useful data. 
•	 Reduce the volume of information by showing only relevant data.
•	 True team collaboration is now possible with pertinent reports for 

all stakeholders.
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Manager Access
•	 Schedule and distribute reports

	○ Send easy-to-read reports directly to managers.
	○ Easily distribute reports manually or schedule for 
automatic distribution.

	○ Managers drill down to detailed user Web activity with 
interactive capability.

•	 Secure manager self-service portal
	○ Reporting-only access portal for managers.
	○ Managers create reports on authorized groups without 
assistance from IT.

	○ Easy-to-read, manager-friendly, actionable reporting 
dashboard.

Technical Advantages
•	 Machine-Learning Analytics. Utilizes proprietary algorithms to rapidly provide 

superior insights and translation of Web-use data.
•	 Built-In Syslog Server. Directly connect syslog-enabled devices.
•	 Active Directory Support. Seamlessly integrate with Active Directory.
•	 Automatic List Updates. Stay on top of the latest Web 2.0 trends.
•	 Minimal-Effort Administration. Administer through the browser with ease.
•	 VM Installation. Deploy in VMware and Hyper-V environments. 
•	 VM Array. Handle large amounts of data depending on your environment and 

performance needs.
•	 Adaptability. Support log file formats regardless of proxy server or firewall.

Flexible VM Deployment
Cyfin Virtual Appliance is ready to be downloaded and installed on your VM server. 
We support both VMware and Microsoft Hyper-V environments. Our VMware-
compatible files can be imported into many VM systems in the industry. 

Cyfin Virtual Appliance can also be deployed on Hyper-V which is built into 
Windows versions 8 and later, a common operating system that you are already 
familiar with. Hyper-V is also included in Windows Server. There is nothing to 
purchase when deploying on Hyper-V.

Subscription Service
•	 U.S.-based Wavecrest Technical Support programs available
•	 Continuous URL List updates
•	 Free product upgrades
•	 30-day money-back guarantee

Installation & Eval Support
When needed, Wavecrest provides 
consultation and advice via telephone, 
live chat, remote, or e-mail during the 
free trial period.

Log File Support
Cyfin supports Palo Alto, SonicWall, 
Check Point, WatchGuard, Cisco, 
Fortinet, and Sophos log file formats, 
and many more.

SSL Inspection
To take full advantage of Cyfin’s high 
precision algorithms SSL inspection 
needs to be enabled on your firewall.


