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Downloading the Wavecrest Certificate

The Wavecrest Certificate is downloaded using the product.

1. Depending on your product, type one of the following URLs in the address bar of your browser:
e CyBlock Software - http://mylPAddress:7999/cert.php
NOTE: 7999 is the default port. Your system may be configured differently.

e CyBlock Appliance - http://mylPAddress/cert.php
e CyBlock Cloud - https://cloudServerAddress:9090/cert.php
2. Press Enter.
3. Depending on the browser that you are using, the following is displayed:

e In Microsoft Internet Explorer, a message box is displayed at the bottom of the window.

Do you want to open or save nokeywavecrestks.pl2 (162 KB) from 17 = Open Save - Cancel 4

0 Click Save. A message indicates that the download has completed.

o Click Open folder to verify the location of the file. Unless the location was changed
previously, it is most likely the default Downloads folder.

¢ In Mozilla Firefox, a dialog box is displayed.

Opening nokeywavecrestks.pld | &3 |
You have chosen to open:

_ nokeywavecrestks.pl2

wehich is a: pl2 File (1.6 KB}
fram: http://10,10,10.3

Withat should Firefox do with this file?

) Qpen with Browse..,

@ Save File

Do this autormatically for files like this from now on,

014 | Cancel ‘

0 Select Save File, and click OK. A dialog box is displayed allowing you save the file.
o0 Select the folder in which you want to save the file.

o Click Save.
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e In Google Chrome, the downloaded file is displayed in the downloads bar at the bottom of the
tab.

E nokeywavecrestks,pl T

0 The certificate file is saved to the default Downloads folder on your computer.

4. Note the location of the downloaded file as it will be needed when installing the Wavecrest
Certificate.

Installing the Wavecrest Certificate Using Microsoft Internet Explorer 11
1. Inthe Command bar from the Tools menu, select Internet options.

2. Click the Content tab.
]ntemet Options Eni |

| General I Security | Privacy | Content |Cor1r1ectior15 I Programs | .ndvanoedl

Certificates

Use certificates for encrypted connections and identification.

[ Clear S50 state ] [ Certificates ] [ Publishers

AutoComplete

? AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated
B

content from websites that can be
read in Internet Explorer and other
programs.

3. Click Certificates and then click the Trusted Root Certification Authorities tab.
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Intended purpose: <All=

| intermediate Certification Autharities | Trusted Root Certification Authorities | Trusted Publl * | *

Issued To
Sl AddTrust External ...

5] america online Roo...
5 lBaltimore CyberTru. ..

[Flcertum cA

[ Class 3 Public Prima. ..
5] Class 3 Public Prima. ..
5] copyright (c) 1997 ...
[ pigicCert Global Roo...
(=] DigiCert High Assur...

Issued By

AddTrust External CA...
America Online Root ...
Baltimore CyberTrust ...
Certum CA

Class 3 Public Primary ...
Class 3 Public Primary ...

Copyright (c) 1997 Mi...
DigiCert Global Root CA
DigiCert High Assuran...

Expiratio...
5/30/2020
11/19/2037
5/12f2025
6/11/2027
3/1/2028
1/7 2004
12/30/1539
11/59/2031
1192031

Friendly Mame

USERTrust
America Online ...
Baltimaore Cyber...
Certum

VeriSign Class 3 ...
VeriSign

Microsoft Timest...
DigiCert

DigiCert

Fs

[ Import... H Export... ” Remawve l

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping, Encrypting File System, IP security tunnel termination, IP security
user

Learn more about certificates

4. Click Import. The Welcome to the Certificate Import Wizard dialog box is displayed.
5. Click Next. The File to Import dialog box is displayed.

Certificate Import Wizard

File to Import
Specify the file you want to impart.

File name:

Browse...

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((S5T)

Learn more about certificate file formats

6. Click Browse to locate the downloaded certificate file. An Open dialog box is displayed.

7. Select “Personal Information Exchange” for the file type, and locate and select the file.
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8. Click Open. The File to Import dialog box displays the File name field populated with the path of
the certificate file.

9. Click Next. The Password dialog box is displayed.

Certificate Import Wizard

Password

To maintain security, the private key was protected with a passward.

Type the password for the private key.

Password:

[~ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

[ < Back ][ Next = ][ Cancel

10. In the Password field, type the following:
3Nks!V$w

11. Select the Include all extended properties check box.

12. Click Next. The Certificate Store dialog box is displayed.
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 Certificate Import Wiza

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.
() Automatically select the certificate store based on the type of certificate

@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ < Back ]I Mext = I[ Cancel l

13. Select the Place all certificates in the following store option, and click Browse to select
“Trusted Root Certification Authorities.” Click OK.

14. Click Next. The Completing the Certificate Import Wizard dialog box is displayed.

| (o ——

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Certificate Store Selected by User RV 4o gii (e

Content PFX
File Name ¥1\developmentiWaw

| <Back | Finsh | [ cancel

15. Click Finish. A Security Warning dialog box is displayed.



Wavecrest Certificate Installation Guide

16. Click Yes to install the certificate. A dialog box is displayed indicating that the import was
successful.

17. Click OK. The Wavecrest Computing certificate is listed in the Trusted Root Certification
Authorities tab.

18. Click Close to close the Certificates dialog box.

19. Click OK to close the Internet Options dialog box.

Installing the Wavecrest Certificate Using Mozilla Firefox 38
1. From the Firefox menu, click Options.

2. Click the Advanced panel and then the Certificates tab.

0 Genera Adva nced

General Data Choices Network Update Certificates

When a server requests my personal certificate:
@ Select one automatically

Ask me every time

v'| Query OCSP responder servers to confirm the current validity of certificates

,_Q Advanced

View Certificates Security Devices

3. Click View Certificates. The Certificate Manager dialog box is displayed.

4. Click the Your Certificates tab.

Certificate Manager

Your Certificates | People I Servers I Authorities | Others |

You have certificates from these organizations that identify you:

A

Certificate Mame Security Device Serial Number Expires On

View... Backup... Backup All... Delete...

5. Onthe Your Certificates tab, click Import. The Certificate File to Import dialog box is displayed.

6. Locate and select the file, and click Open. The Password Required dialog box is displayed.
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10.

11.

12.
13.
14.

Password Required

9_. Please enter the password that was used to encrypt this certificate backup:
4

| ok || Concel |

In the password field, type the following:

3Nks!IV$w

Click OK. A dialog box is displayed indicating that your security certificate and private key were
successfully restored.
Click OK.

On the Authorities tab, scroll down the list of certificates, and select the “Wavecrest Computing,
Inc. Primary EV Certificate Authority” entry.

Certificate Manager

Your Cemficate_cl Peoplel SEI’VEI’Sl Authorities | 0‘thers|
You have certificates on file that identify these certificate authorities:
Certificate Name Security Device =1
Visa eCommerce Root Builtin Object Token En
4Wavecrest Computing, Inc.
‘Wavecrest Computing, Inc. Primary EV Certificate Authority Software Security Device
aWells Fargo WellsSecure
WellsSecure Public Root Certificate Authority Builtin Object Token
aWISeKey
OISTE WISeKey Global Root GA CA Builtin Object Token
4WoSign CA Limited [
Certification Authority of WoSign Builtin Obiject Token o
[ View... ] l Edit Trust... ] ’ Import... l ’ Export... ] ’ Delete or Distrust...

Click Edit Trust. The Edit CA certificate trust settings dialog box is displayed.

Edit CA certificate trust setti

The certificate "Wavecrest Computing, Inc. Primary EV Certificate Authority” represents a Certificate Authority.

Edit trust settings:
This certificate can identify websites.
[T] This certificate can identify mail users.

[T] This certificate can identify software makers.

ok ] [cone

Select This certificate can identify websites. and click OK.
Click OK to close the Certificate Manager dialog box.

Close the Options tab in Firefox.
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Importing the Wavecrest Certificate Using Active Directory

1. On the Active Directory server, from the Start menu, select Administrative Tools and then Group

Policy Management.

5@ File Action Wew ‘Window Help

g'fﬁroup Policy Management =101

JREE

¢~ | @m B 2

----- 5 Group Policy Results

Group Policy Modeling

% Group Policy Management Domains
EA Forest: Wavecave.lan Contents |
- &5
| Sites Darmnain_+

| Current Damain Controller
Gaels.Wavecave.lan

Wavecave.lan

Double-click the Domains folder, your domain name, and the Group Policy Objects folder.

!EE File Action iew Window Help

L) : Group Policy Management

= |G@E 20 XE (2@

----- 3¢ appliance Test

gy CertPushTest

-5 Default Domain Policy

[#-{&5] Domain Controllers

[#-{£3] Internet Access Group

[#-{58] Microsoft Exchange Security Groups
[#-{£3] Test AD

[#1-{55] Wavecrest Computing

EI"% Group Policy Objects

-- Appliance Test

-- ApplTest
-- Cert install
-- CertPushTest
-- Cyhlock settings
-- Default Domain Controllers Policy
-- Default Domain Policy

- £ MSTinstalTest

EE roup Policy Management CertPushTest
Elﬁ Forest: Wavecave.lan e I - = =
E@ Dt p Detallsl Settlngsl Delegatlonl
EH:}? Wavecave, lan Links

Dizplay links in this location: IWavecave.Ian

The following zites, domaing, and OUs are linked to thiz GRPO:

Location = | Enforced | Link Enabled | Fath
=] Support Mo Mo Wavecave lan
@ Wavecave.lan No es ‘wavecave.lan

Security Filtering

The settings in this GPO can only apply to the following groups, users. and computers:

MName =

-63 Authenticated Users

3. Right-click your Group Policy object (e.g., CertPushTest) and select Edit. The Group Policy

Object Editor is displayed.
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'fii Group Policy Object Editor
File Action WYiew Help

e DmEe TR @E

_ij CertPushTest [Gaels. Wavecave, lan] Policy Issued To /

| Issued By | Expiratio

L:J@ Computer Configuration [=lwavecrest Computing, Inc. Prima... Swavecrest Computing, Inc. Primary ... 11/12/2(0
-] Software Settings
=[] Windaws Settings
=]| scripts (Skartupishutdown)
w Security Settings
-2 Account Policies
Local Policies
t Event Log

8 Restricked Groups
-8 System Services
¥ {E Reqgistry
2@ File System
- Wireless Network (IEEE 802, 1
B[ Public Key Policies
i (] Encrypting File System
[Z7 Automatic Certificate Rec
g | Trusted Root Certificatio
[ Enkerprise Trusk

Under your Group Policy object, double-click Computer Configuration, Windows Settings,
Security Settings, and then Public Key Policies.

Right-click Trusted Root Certification Authorities, select All Tasks and then Import. The
Welcome to the Certificate Import Wizard dialog box is displayed.

6. Click Next. The File to Import dialog box is displayed.

Certificate Import Wizard

File to Import

Specify the file you wank to impork,

File: name:

|| Browse, ., |

Mote: More than one certificate can be stored in a single file in the Following Formats:

Personal Information Exchange- PKCS #12 (.FFX,.P12)

Cryptographic Message Svnkax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Stare .55T)

< Back I Mext = I Cancel |

7. Click Browse to locate the downloaded certificate file. An Open dialog box is displayed.
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open 2l x|

Look in: IE}WavecrestHnnl Certifizate Autharity j € 5 i L

File narne: Inokeywavecrestks.p'l 2 j Open I
Files of type: IF'ersnnaI Infarmation Exchange [*.pk:.pl2) j Cancel |
4

8. Select “Personal Information Exchange” for the file type, and locate and select the file.

9. Click Open. The File to Import dialog box displays the File name field populated with the path of
the certificate file.

10. Click Next. The Password dialog box is displayed.

Certificate Import Wizard E

Password

To mainkain security, the private key was protected with a password,

Type the password For the private key,

Passwaord:

[ Enatle strong private key pratection, Youwil be prompted every time the
private ke s used by an application it vou enable this option;

[~ Mark this key as exportable, This will allow vou to back up or transpart your
kews at a later kime,

< Back I Mext = I Cancel

11. In the Password field, type the following:
3Nks!VSw

12. Click Next. The Certificate Store dialog box is displayed.

10
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Certificate Import Wizard

Certificate Store

Certificate skores are system areas where certificates are kept,

‘Windows can automatically select a certificate skare, ar wou can specify a location Far

€ Automatically select the certificate store based on the bype of certifizate

[ Place all certificates in the Following store:

Certificate stare:

Trusted Root Certification Authorities Brawse, ,

< Back I Mext = I Zancel |

13. The Place all certificates in the following store option is selected by default, and the
Certificate store field is populated with “Trusted Root Certification Authorities.”

14. Click Next. The Completing the Certificate Import Wizard dialog box is displayed.

Certificate Import Wizard |

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Impart
wizard,

ou have specified the Following settings:

Certificate Store Selected by User  Trusted Rook Certific.

Content PF&

File Mame CADocuments and Se
K I |

< Back I Fimish I Cancel I

15. Click Finish. A dialog box is displayed indicating that the import was successful.

16. Click OK. The Wavecrest Computing certificate is listed in the Group Policy Object Editor.
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Installing the Wavecrest Certificate in Windows XP Professional
1. From the Start menu, select Run. The Run dialog box is displayed.

run 21 x|

= Type the name of a program, Folder, document, or
Internet resource, and Windows will open it for wou,

Open: j

oK I Cancel | Browse. .. |

2. Type mmc and click OK. The Console window is displayed.

'ii Consolel [_Tol=]

Fle Action Wisw Favorites  ‘Window  Help

- |m B 2 E

i Console Root [_ (O]
=] ot v 1

There are no ikems to show in this view,

3. From the File menu, select Add/Remove Snap-in. The Add/Remove Snap-in dialog box is
displayed.

12
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Add/Remove Snap-in i
Standalone |Extension5 |

Use this page ko add or remove a stand-alone snap-in from the consale.

anap-ins added to: I- C

=

i~ Description

Aadd... Remove about, ., |

oK I Cancel |

4. Inthe Snap-ins added to field, ensure that “Console Root” is displayed.

5. Click Add. The Add Standalone Snap-in dialog box is displayed.

Available skandalone snap-ins:

anap-in | Wendaor | -
Micrasaoft Corporation

Microsoft Corporation

Micrasaoft Corporation

gCnmputer Management Microsoft Corporation |
Device Manager Micrasaoft Corporation

@Disk Defragmenter Microsoft Corp, Execut..,
gDisk Managernent Microsoft and YERITAS...
Event Wienwer Microsoft Corporation
[CFolder Micrasaoft Corporation
Gru:uup Palicy Micrasaoft Corporation LI
r~ Description

The Certificates snap-in allows wou ko browse the contents of the
cettificate stores For vourself, a service, or a computer,

Add Close |

6. Select Certificates and click Add. The Certificates snap-in dialog box is displayed.

13
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Certificates snap-in x|

Thiz znap-in will alwaps manage certificates for;
* My user account
 Sepvice accournt

" Computer account

< Back I Firizh I Cahicel |

7. Select My user account and click Finish. The Add Standalone Snap-in dialog box is displayed.

NOTE: You may select the Computer account option to manage the certificate for the computer
account for all users.

8. Click Close. Certificates - Current User is displayed in the Add/Remove Snap-in dialog box.

Add/Remove Snap-in 7 x|

Standalone |Extensinns I

Use this page ko add or remove a stand-alone snap-in from the consale.

Snap-ins added to: Ia Consale Raook j

@Certificates - Zurrent User

— Descripkion

Aadd... Remove about, . |

oK | Cancel

9. Click OK.

10. In the Console window, double-click the Certificates - Current User folder.

14
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'ifi Consolel

File  Action View Favorites ‘Window  Help
A=l N ER =Y

ates - Current User', Trusted Root Certification Authorities

[:l Console Root Object Type
E@ Certificakes - Current User [(Acertificates
] Personal

[:l Enterprise Trusk
] Intermediate Certification Autho
[:l Active Directory User Object
] Trusted Publishers

[ Untrusted Certificates

] Third-Party Root Certification A
[:l Trusted People

‘| o

|Trusted Root Certification Authorities store contains 116 certificates,

11. Right-click Trusted Root Certification Authorities, and select All Tasks and then Import. The
Welcome to the Certificate Import Wizard dialog box is displayed.

12. Click Next. The File to Import dialog box is displayed.

Certificate Import Wizard x|

File to Import
Specify the file vou wank ko import,

File narne:

|| Browse. ., |

Mote: More than one certificate can be stored in a single File in the Following Formats:

Personal Information Exchange- PKCS #12 (.FFX,.P12)
Cryptographic Message Svnkax Standard- PKCS #7 Certificates (.P7E)

Micrasaft Serialized Certificate Skare (L 55T)

< Back. I ek = I Zancel |

13. Click Browse to locate the downloaded certificate file. An Open dialog box is displayed.

15
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open 2l x|

Look in: IE}WavecrestHnnl Certifizate Autharity j € 5 i L

File narne: Inokeywavecrestks.p'l 2 j Open I
Files of type: IF'ersnnaI Infarmation Exchange [*.pk:.pl2) j Cancel |
4

14. Select “Personal Information Exchange” for the file type, and locate and select the file.

15. Click Open. The File to Import dialog box displays the File name field populated with the path of
the certificate file.

16. Click Next. The Password dialog box is displayed.

Certificate Import Wizard E

Password

To mainkain security, the private key was protected with a password,

Type the password For the private key,

Passwaord:

[ Enatle strong private key pratection, Youwil be prompted every time the
private ke s used by an application it vou enable this option;

[~ Mark this key as exportable, This will allow vou to back up or transpart your
kews at a later kime,

< Back I Mext = I Cancel

17. In the Password field, type the following:
3Nks!VSw

18. Click Next. The Certificate Store dialog box is displayed.

16
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Certificate Import Wizard

Certificate Store

Certificate skores are system areas where certificates are kept,

‘Windows can automatically select a certificate skare, ar wou can specify a location Far

€ Automatically select the certificate store based on the bype of certifizate

[ Place all certificates in the Following store:

Certificate stare:

Trusted Root Certification Authorities Brawse, ,

< Back I Mext = I Zancel |

19. The Place all certificates in the following store option is selected by default, and the
Certificate store field is populated with “Trusted Root Certification Authorities.”

20. Click Next. The Completing the Certificate Import Wizard dialog box is displayed.

Certificate Import Wizard |

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Impart
wizard,

ou have specified the Following settings:

Certificate Store Selected by User  Trusted Rook Certific.

Content PF&

File Mame CADocuments and Se
K I |

< Back I Fimish I Cancel I

21. Click Finish. A Security Warning dialog box is displayed.

22. Click Yes to install the certificate. A dialog box is displayed indicating that the import was
successful.

23. Click OK. The Wavecrest Computing certificate is listed in the Trusted Root Certification
Authorities, Certificates folder.
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Installing the Wavecrest Certificate in Windows 7 Professional/Enterprise

1.

From the Start menu, type mmc in the search box, and press Enter. The Console window is
displayed.

% Consalel - [Console Roat]
fﬁFile Action  Wiew  Favorites  Window  Help

@ | |

| Console Root Mame Action

’ o Consg
There are no items to show in this wview,

From the File menu, select Add/Remove Snap-in. The Add or Remove Snap-ins dialog box is
displayed.

Add or Remowe Snap-ins | 22|

¥ou can select snap-ins For this console From those available on yvour computer and configure the selected set of snap-ins, For
extensible snap-ins, vou can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in wendor - || Consale Root Edit Extensions. ..
_EE'%P.EUVB Directory Do...  Microsoft Car,.. [= R
[Bpe Active Directaory Sike... Microsoft Cor,.. |7
: Active Directory Use.., Microsoft Cor,,, |
- Activesr Contral Microsaft Car. . Mave Up
2 ADsTEdit Microsoft Cor. ..
F\uthnrization Manager Microsoft Car, ., 8
E Certificate Templates  Microsoft Cor. ..
M Certificates Microsoft Cor. ..
LslCertification Authority  Microsoft Cor,.,
2 Cornponent Services Microsoft Car..,
:'é' Caomputer Managerm, ..  Microsaft Car..,
=y Device Manager Microsoft Car. .
-4 DFS Management Microsoft Cor...  _ advanced...
e .o ot i

Descripkion:

The Certificates snap-in allovs you to browse the contents of the certificate stores for vourself, a service, or a camputer,

I oK H Cancel l

Under Available snap-ins, select Certificates and click Add. The Certificates snap-in dialog box
is displayed.

18
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Certificates snap-in 22 |
This znap-iti will alwaps manage certificates for:

@ My uzer account

() Service account

() Computer account

¢ Back l Finizh l[ Cancel ]

4. Select My user account and click Finish. Certificates - Current User is displayed under
Selected snap-ins in the Add or Remove Snap-ins dialog box.

NOTE: You may select the Computer account option to manage the certificate for the computer

account for all users.

Add or Rermove Snap-ins @

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendar - “| Console Root Edit Extensions. ..
- ActiveX Control Microsoft Cor... ¥ Certificates - Current User .
Auﬂ'unrizatinn Manager Microsoft Cor... S
[ Certificates Microsaft Cor... |=

R Component Services Microsoft Cor...
é‘ Computer Managem... Microsoft Cor...

g=p Device Manager Microsoft Cor...
=

=4 Disk Management Microsoft and...
Q Event Viewer Microsoft Cor...
| Folder Microsoft Cor...

_: Group Policy Object ... Microsoft Cor...
@ IP Security Manitor Microsoft Cor...
@ IP Security Policy M...  Microsoft Cor...
£ Link to Web Address  Microsoft Cor...  _ TR

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

[ oK ] l Cancel

5. Click OK. Certificates - Current User is displayed in the Console Root folder.

19
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E Consolel - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\ Certificates] EI@
& File Action View Favorites Window Help - (& %
e xEolc=BE
1| Console Root Issued To ‘ Issued By Expiratii * || Actions
a5l C_e’tp'f"ates ; Current User ] AddTrust External CA Root AddTrust External CA Root 5/30/20) ||| Certificates «
- ersena . . _qJ Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/20 More »
4 | | Trusted Root Certification Authorities I Certur CA Certurn CA 6/11/20
. Sl Certum ertum 11/
Certificates - o
. Er:terpriseTrust (55 Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/1/202
| Intermediate Certification Authorities __qJICIassB. Public Prlmar;..r Certificat... CIassBI Public Prlmar;..r Certificatio... 1/7/200

6. Double-click Certificates - Current User and then Trusted Root Certification Authorities.

7. Right-click Certificates, and select All Tasks and then Import. The Welcome to the Certificate
Import Wizard dialog box is displayed.

8. Click Next. The File to Import dialog box is displayed.

-

Certificate Import Wizard | 23.|

File to Import
Specify the file you want to impart,

File namne:

Browse. ..

Mote: More than one certificate can be stored in a single file in the following Formats:
Personal Information Exchange- PECS #12 (PFx, P12}
Crypkographic Message Synkax Standard- PKCS #7 Certificates ( P7E)

Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file Formats

[ < Back, ” MNext = ][ Cancel J

9. Click Browse to locate the downloaded certificate file. An Open dialog box is displayed.
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-

:_|. Wirtual Machines

M IT Admin Computer = ¢ [ 1.

File name:

@ Open =]
l;;/;l\;}' | . b Cert Config .. » Wavecrest Root Certificate Suthority » - |4¢ || Search Wavecrest Root Certific., O |
Organize Mew folder =+ O @

0 Favorites I o &
BE Desktop = Crriginal 1
& Dowenloads L8 cacertstore.pl? 1
ol Recent Places " nokeywavecrestks.pl2 L
o Libraries
| Apps Select a file to preview.
<| Documents
J’- Music
k= Pictures
B videos

- |Persnna|1nfnrmatinn Exchange VI

. Open v| | cancel |

10. Select “Personal Information Exchange” for the file type, and locate and select the file.

11. Click Open. The File to Import dialog box displays the File name field populated with the path of

the certificate file.

12. Click Next. The Password dialog box is displayed.

Certificate Irmport Wizard

Password
To maintain security, the private key was protected with a password.

Type the password Far the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if vou enable this option.

[T]Mark this key as exportable, This will allow vou to back up or transpart your
kews ak a laker time,

[¥] Include all extended properties.

Learn more about protecting private keys

< Back ” Mext = JI Cancel

21
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13. In the Password field, type the following:
3Nks!V$w

14. Select the Include all extended properties check box.

15. Click Next. The Certificate Store dialog box is displayed.

Certificate Import Wizard gg

Certificate Store
Certificate stores are syskem areas where certificates are kept.

WWindows can automatically select a certificate store, or wou can specify a location for
the certificate.

1 Aukomatically select the certificate store based on the bype of certificate
@ Place all certificates in the following store

Certificate stare:

Trusted Rook Certification Authorities Browse. .. |

Learn more about certificate stores

| < Back, ” Mext = || Zancel |

16. The Place all certificates in the following store option is selected by default, and the
Certificate store field is populated with “Trusted Root Certification Authorities.”

17. Click Next. The Completing the Certificate Import Wizard dialog box is displayed.
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Certificate Import Wizard @
Completing the Certificate Import
Wizard
& E The certificate will be imported after you dick Finish.
&
'5.-_?_?_.1/ You have spedfied the following settings:
Certificate Store Selected by User [TV ) Il 4 o=y ile
Content PFX
File Name ¥ \developmentiWaw
4 1 F
[ < Back ][ Finish ] [ Cancel

18. Click Finish. A Security Warning dialog box is displayed.

19. Click Yes to install the certificate. A dialog box is displayed indicating that the import was
successful.

20. Click OK. The Wavecrest Computing certificate is listed in the Trusted Root Certification
Authorities, Certificates folder.

SSL Inspection

Now that you have installed the Wavecrest Certificate, you may proceed to use the SSL Inspection
screen in the product.

NOTE: By enabling SSL Inspection, applications using HTTPS communication and not utilizing Windows
Certificate Stores for certificate validation may encounter errors. Contact Technical Support for assistance
at (321) 953-5351, Ext. 4 or support@wavecrest.net.

23


mailto:support@wavecrest.net

& &

WAVECREST

COMPUTING

Wavecrest Computing

904 East New Haven Avenue
Melbourne, FL 32901
toll-free: 877-442-9346
voice: 321-953-5351

fax: 321-953-5350

All specifications subject to change without notice.
© Copyright 2015 Wavecrest Computing

www.wavecrest.net
Incorporated. All rights reserved.




	Wavecrest Certificate Installation Guide

	Downloading the Wavecrest Certificate
	Installing the Wavecrest Certificate Using Microsoft Internet Explorer 11
	Installing the Wavecrest Certificate Using Mozilla Firefox 38
	Importing the Wavecrest Certificate Using Active Directory
	Installing the Wavecrest Certificate in Windows XP Professional
	Installing the Wavecrest Certificate in Windows 7 Professional/Enterprise
	SSL Inspection

